Network + Practice Exam





 

1. Which of the following RAID level uses a disk mirroring technique to provide fault tolerance?

A. RAID-0 (Redundant Array of Independent Disks)

B. RAID-1 (Redundant Array of Independent Disks)

C. RAID-3 (Redundant Array of Independent Disks)

D. RAID-5 (Redundant Array of Independent Disks)

2. If one of the links to a computer on a star topology is severed, what would happen?

A. The entire network will stop working.

B. The affected link and the adjacent network links will stop working.

C. Only the affected link will stop working.

D. Only the adjacent links will stop working.

3. How can the range of an 802.11b wireless access point be increased?

A. Lower the output power

B. Install an external antenna

C. Remove any external antennas and use the internal one

D. Change the transmitting frequency to the 5 GHz (Gigahertz) range

4. Which of the following antenna types is omnidirectional?

A. Vertical

B. Dipole

C. Yagi

D. Parabolic

5. Which bytes of MAC address F2-A1-23-BC-D3-41 designates the OUI (Organizationally Unique Identifier)?

A. 1-3 groups
B. 4-6 group

C. None

D. First octet
6. At which of the following OSI layers does a router function?

A. The Physical Layer

B. The Data Link Layer

C. The Network Layer

The Application Layer

7. Which one of the following is a class A IP (Internet Protocol) address?

A. 172.168.12.4

B. 18.12.4.1

C. 169.254.254.254

D. 191.168.12.4

8. Which of the following protocols encrypt data between web browsers and web servers?

A. IPSec

B. SSL

C. PPTP

D. L2TP

9. Which of the following is a valid WEP (Wired Equivalent Privacy) key lengths?

A. 34 bit

B. 48 bit

C. 64 bit

D. 12 bit

10. Which of the following options are the minimal settings for connecting a computer to a TCP/IP LAN (Local Area Network) while accessing the network?

A. IP (Internet Protocol) address, subnet mask, gateway, and DNS (Domain Name Service)

B. IP (Internet Protocol) address and gateway

C. Subnet mask, IP (Internet Protocol) address, and DNS (Domain Name Service)

D. IP (Internet Protocol) address, DNS (Domain Name Service), and gateway

11. The Human Resources department requires an internal web site designed to be accessible to a sister company to share files and printers. Which term describe the web site function?

A. Intranet

B. Internet

C. Extranet

D. Homepage

12. Which of the following commands can be used to check for duplicate IP address on a network?

A. ping

B. tracert
C. netstat
D. arp

13. The diagnostic tool would produce the following output?

1 Router1 (192.168.0.1) 

2.0 ms 1.0 ms 2.0 ms

2 Server.net.com (4.150.6.3) 

18.0ms 12.0ms 32.0ms

3 time.net.com (2.12.14.1) 

240ms 120ms 300ms

A. traceroute

B. ping

C. ifconfig

D. winipcfg

14. You decide to implement a firewall and configure it to filter ports 100 through 200. Which service might not be affected by the firewall?

A. FTP

B. NTP

C. HTTP

D. SMTP
15.  After setting up filtering on your DSL router, you discover that you cannot access Internet sites by their Domain Names, but you can access them by their IP addresses. What is the most likely cause of the problem?

A. You have configured your DSL router to block port 21.

B. You have configured your DSL router to block port 53.

C. Your DSL router is not logged in to the ISP.

D. You do not have IP configured on your client machines.

