A Home Networking Operating System!  

Microsoft delivered a copy of their next operating system to my doorstep recently. This new operating system, Windows XP, will be replacing the Windows 9x/ME line and the Windows NT/2000 line of operating systems. The idea is to unify Microsoft desktop users and developers under a single OS. In this article I will be examining the home networking features in Windows XP. I have chosen to examine the personal version of Windows XP since it will be the most popular version used for home networks.

	Beta Note

	Nowhere in this article will I be stating any benchmarks. HomeNetHelp does not be benchmark beta software. 
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The networking setup and configuration in Windows XP extends on the interface in Windows 2000. The interface is clean and simple, yet makes some very powerful features easily available. If you have done any networking with Win2k, Windows XP should be very familiar – with the addition of a few tabs and buttons here and there.
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The most obvious changes in Windows XP networking include: 
· Removal of support for NetBEUI! 

· IP Over Firewire support 

· Support for an “Alternate configuration” in TCP/IP properties

· Internet Personal Firewall 

· Media Bridging or “Mixed Media” bridging 

· Improved Internet Connection Sharing 

· Improved home networking wizard 

· 802.1x (port base authentication) 
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Removal of NetBEUI
Microsoft is apparently dropping support for its infamous NetBEUI protocol. Additionally, Appletalk will be available only on the ‘server‘ edition of Windows XP. Microsoft has dropped support because the “protocols implement non-Internet technologies”.

Firewire promises 400Mbps of bandwidth over short distances for small networks. HomeNetHelp’s brief firewire networking technology article can be found at here, and one about firewire networking with Windows ME can be found at here .
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Building on their experience with firewire networks in Windows ME, Microsoft has added IP over Firewire to Whistler. Any 1394 (firewire) cards in your system will be comfigured like a standard network adapter. When I installed Whistler, it automatically set up a network connection for both my firewire card and Ethernet card. Firewire networking appears to work even smoother than it did in Windows ME. I am not going to quote speeds because Whister is in beta, but I think we can expect to see amazing speeds in the final version given its 40Mbps capacity.
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We tested firewire networking between two Windows XP machines and Windows XP to Windows ME. All my tests were successful and ran without a single glitch. It was as simple as plugging in a in a cable then exploring the network neighborhood. Since IP over firewire is now an IEEE standard, interoperability with other IP over firewire operating systems should also be successful.

 

Quick note on other firewire hardware: 
Plugging in a a Pyro based Firewire hard drive worked flawlessly. I simply pluged in the drive and it instantly appeared as a drive letter. No extra drivers to load, no reboots, nothing. Nice and clean 

IP Alternate Configuration  
and a Personal Firewall 
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Windows XP Alternate IP Config 
This feature is primarily for laptop users that connect to multiple networks. It allows a secondary IP configuration to input. If the first one fails, the second one is put in place. 
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Example: ‘Joe’ uses his laptop mostly at work but occasionally brings it home and uses it on his home network. The network at his office is DHCP enabled, and his home network has static IP address. Joe would simple set his primary IP configuration to ‘Obtain IP Address Automatically’ and set the alternate configuration with his static IP address from his home network. When Joe brings his laptop home and plugs it into his home network, a DHCP server will not be found. When this happens, Windows XP will enable the alternate IP configuration.
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 Microsoft’s IP ‘Alternate Configuration’ is no substitute for robust software solutions like NetSwitcher, but it will cover 90% of the needs for alternate network configurations. Both the implementation, use, and feature set were kept very simple – translated, it is very easy to use and understand. Unfortunately, the alternate configuration does not allow you to input two static IP address schemas. 
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Internet Personal Firewall 
Ah, Microsoft has acknowledged the need for personal firewalls and has implemented a basic one to get you started. From what I can tell, this is a basic port blocker type firewall. It can be enabled and configured on any network connection (including dial-up connections). (In the future, the firewall will be enabled by default on any internet connection.)  Each network connection can have its own firewall configuration. This enables you to do things like allow access to your personal web server on your internal network, but not from your Internet connection. 
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The personal firewall does not appear to have a logging feature like some of the more robust personal firewalls on the market, but that may change by the time Windows XP is released. 
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UPDATE 2/14/2000
I ran a security probe against the Windows XP Personal Firewall.  It got a score of -2 (0 is perect).  This is a score for WindowsXP BETA 1. This is not the final product.  See the firewall report here  
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part 4
Media Bridge 
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The media bridging or “mixed media” bridging in Windows XP is an implementation of a software based network bridge. In short, media bridging takes two networks, probably dissimilar networks, and allows computers on each network to talk to each other. 
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If you have a couple of computers on an Ethernet network and a couple of computers on a phone line network (HPNA), media bridging would allow computers on both networks to talk to each other. There are media bridges on the market already, but these are expensive dedicated hardware solutions. I have been looking for a good software based bridge for my home network for a while but have been unable to find one. Similar functionality could be configured with Windows 2000, but it is far beyond most home network users. 
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To utilize media bridging with Windows XP, first install network cards/adapters for both types of networks in your Windows XP computer. Right click on network properties, right click on one of the network connections and select the new option, BRIDGE! It is just about as simple as that. 
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In Beta 1, there are issues surrounding the bridging of Firewire and Wireless Ethernet (802.11b) networks, but these are bound to be cleared up very soon. 
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Industry Repercussions: The industry is exploding with hardware ‘base stations’ for the now popular wireless Ethernet cards. These base stations usually route traffic from your wireless network to your wired network. Starting at around $300, these base stations are not trivial purchases. With an Ethernet card and Wireless Ethernet card installed in a Windows XP based computer, Media Bridging will give you more functionality than most of these hardware bases solutions offer. 

New Authentication for 
Wireless Lans
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IEEE 802.1X is a draft standard for port-based network access control, to provide authenticated network access for Ethernet networks. 
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Wow that was a mouthfull! 
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Basicly, this has to do with 11Mbps Wireless Ethernet. It looks like Microsoft is encouraging the use of a new authentication standard called 802.1x. This standard can be used to authenticate and secure, among other things, Wireless Ethernet networks. Currently there is no standard to securing and authenticating wireless network nodes. With new found the popularity of 11Mbps Wireless Ethernet (802.11b), this will become more and more of a problem. As long as hardware manufacturers follow Microsoft’s proposed direction in the use of 802.1x, giving someone secure, encrypted, wireless access on a Microsoft network will be as easy as setting a flag on the users domain account. 

[image: image22.png]



What does this mean for the Home Network user? 
802.1x will ensure that if and when you make the change over to Wireless Ethernet, your neighbor will not be able to access your wireless LAN! 
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A supporting article on this can be found at Microsoft here. 
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