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What is a Local Area Network?
Local area networks (LANs) are systems designed to connect computers together in a relatively close proximity.  In concept, a minimum of three stations must be connected to have a true LAN. If only two units are connected, point-to-point communications software and a simple null modem could be used.

Shared Resources
These connections enable users attached to the network to share resources such as printers and modems. LAN connections also enable users to communicate with each other and to share data among their computers.

Topology
When discussing LANs, there are two basic topics to consider: the LAN's topology (hardware connection method) and its protocol (communication control method).  Network topologies are connection/configuration strategies. LAN topologies fall into the following three types of configurations:  Bus, Ring, Star.
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Bus Topology
In the bus topology, the stations, or nodes, of the network connect to a central communication link. Each node has a unique address, along the bus, that differentiates it from the other users on the network.  Information can be placed on the bus by any node. The information must contain network address information about the node(s) that the information is intended for, so that other nodes along the bus will ignore the information
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Ring Topology


In a ring network configuration, the communication bus is formed into a closed loop. Each node inspects the information on the LAN as it passes by.  A repeater, built into the ring LAN card, regenerates every message not directed to it and sends it to the next node. The originating node eventually receives the message back, and removes it from the ring
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Star Topology
In a star topology, the logical layout of the network resembles the branches of a tree. All the nodes are connected in branches that eventually lead back to a central unit. Nodes communicate with each other through the central unit.  The central station coordinates the network's activity by polling the nodes, one by one, to see whether they have any information to transfer. If so, the central station gives that node a predetermined slice of time to transmit. 

If the message is longer than the time allotted, the transmission is chopped into small segments that are transmitted over several polling cycles.

Types of Networks
Control of the network can be implemented in two ways: as peer-to-peer networks, where each computer attached to the network has equivalent capabilities and responsibilities; and client/server networks, where workstations (referred to as clients) operate in conjunction with a dedicated, master (file server) computer.

Peer-to-Peer Configuration
In the peer-to-peer arrangement, the users connected to the network can share access to different network resources such as one another's hard drives and printers.

The nodes in the peer-to-peer network configuration usually contain local hard drives and printers that the local computer has control of. These items can be shared at the discretion of the individual user
Client/Server Configuration
In the client/server type of LAN, control tends to be very centralized. The server(s) typically holds the programs and data for all the LAN's users.

Standard Protocols
Basically, there have been three de facto networking protocols. These are Ethernet, ARCnet, and Token Ring.

The Ethernet Protocol
Ethernet was developed by Xerox in 1976. Its methodology for control is referred to as Carrier Sense Multiple Access with Collision Detection (CSMA/CD).  Using this protocol, a node that wants to transfer data over the network first listens to the LAN to see whether it is in use. If not, the node begins transmitting its data in packages, called frames. If the network is busy, the node waits for the LAN to clear for a predetermined time, and then takes control of the LAN.

Ethernet Classifications
Ethernet is a very popular local area network topology and comes in many varieties. Some of the classifications for Ethernet include
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Fast Ethernet

The Ethernet Strategy
The Ethernet strategy allows for up to 1,024 users to share the LAN.  From the description of its collision-recovery technique, however, it should be clear that with more users on an Ethernet LAN, more collisions are likely to occur.  Also, with more users the average time to complete an actual data transfer will be longer.
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Types of Cable Connections
Ethernet connections can be made through 50-ohm, coaxial cable (10base5), thinnet coaxial cable (10base2), or unshielded twisted-pair (UTP) cabling (1base5 or 10baseT).  The Fast Ethernet specifications that use UTP are referred to as 100BaseT (100Mbps).
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Coaxial Cable
Coaxial cable is familiar to most people as the conductor that carries cable TV into their homes.  Coax has a single copper conductor in its center and a protective braided-copper shield around it.

UTP Cable
UTP cable is common telephone cabling with four pairs of twisted wires inside. The UTP specification is based on telephone cable and is normally used to connect a small number of PCs together. The twisted pairing of the cables uses magnetic-field principles to minimize induced noise in the lines. UTP has a transmission rate that is stated as 1Mbps.   Using UTP cable, a LAN containing up to 64 nodes can be constructed with the maximum distance between nodes set at 250 meters.

Fiber-Optic Cable
Fiber-optic cable offers the prospect of very high performance links for LAN implementation. It can handle much higher data transfer rates than copper conductors and can use longer distances between stations before signal deterioration becomes a problem


10base2 Connections
In a 10base2 LAN, the node's LAN adapter card is usually connected directly to the LAN thinnet coaxial cabling, using a T-connector for peer-to-peer networks, or using a BNC connector for a client/server LAN.  The 10base2 Ethernet LAN uses thinner, industry-standard RG-58 coaxial cable, and has a maximum segment length of 185 meters.


10base5

Ethernet is classified as a bus topology. The original Ethernet scheme used a thick coax cable and was classified as a 10Mbps transmission protocol.  The maximum length specified for Ethernet 10b5 is 1.55 miles (2.5 km), with a maximum segment length between nodes of 500 meters. This type of LAN is referred to as a 10base5 LAN by the IEEE organization. Newer implementations, called Fast Ethernet, are producing LAN speeds of up to 100 Mbps.


Summary of Specifications
The table below summarizes the different Ethernet specifications. Other CSMA/CD-based protocols exist in the market. Some are actually Ethernet compatible. These systems may or may not, however, achieve the performance levels of a true Ethernet system. Some may actually perform better.

	Classification
	Conductor
	Maximum Segment
	Nodes Length
	Transfer Length
	Maximum Rate

	1Base5
	UTP
	250 m
	64
	500 m
	1Mbps

	10Base2
	RG-58
	185 m
	30
	250 m
	10Mbps

	10Base5
	RG-50
	500 m
	10
	2.5 km
	10Mbps


The ARCnet Scheme
The ARCnet (Attached Resource Computer Network) protocol was developed by Datapoint, and is based on a modified token-passing scheme. In the ARCnet specification, no particular transmission medium is defined. ARCnet can be used with coax cable, twisted-pair cable, or fiber-optic cable.  ARCnet coaxial cabling is defined as RG-59 cable, with terminators required for any open nodes. The ARCnet protocol transfers data at a nominal rate of 2.5 Mbps. As with the Ethernet rating, this is a maximum rate. System items, such as hard drives and video adapters, can also limit the true speed of the network


The Token Ring Protocol
In 1985, IBM developed a token-passing LAN protocol it called the Token Ring. As its name implies, Token Ring is a token-passing protocol operating on a ring topology.  In a token-passing system, contention for use of the LAN between different nodes is handled by passing an electronic enabling code, called a token, from node to node. Only the node possessing the token can have control of the LAN to transmit information.

Each node is allowed to hold the token a prescribed amount of time. After sending its message, or after its time runs out, the node must transfer the token to the next node.  If the next node has no message, it just passes the token along to the next designated node. Node sequences are programmed in the network management software. All nodes listen to the LAN during the token-passing time. The token is a small frame that all nodes can recognize instantly. When the ring is idle, the token just passes counterclockwise from station to station. 
A station can transmit information on the ring any time it receives the token. This is accomplished by turning the token packet into the start of a data packet, and adding its data to it. At the intended receiver, the packet is copied into a buffer memory, serially, where it is stored.  The receiver also places the packet back on the ring so that the transmitter can get it back.

Adding a Node
In a token-passing network, new or removed nodes must be added to, or deleted from, the rotational list in the network-management software. If not, the LAN will never grant access to the new nodes. Most ARCnet management software and cards are built so that each device attached to the LAN is interrogated when the LAN is started up. In this way, the rotational file is verified each time the network is started

Understanding Hubs
ARCnet's physical topology resembles a star or tree structure. Each station connects to a signal repeater, called a hub.  Hubs may be active or passive. Active hubs actually receive the signal, regenerate it, and resend it. The maximum distance a node can be located from an active hub is 600 meters; the maximum distance from a passive hub is 30 meters. Hubs can be linked together to increase the actual distance between nodes. 

ROM Sockets
Another item of note on LAN cards is a vacant ROM socket. This socket can be used to install a bootup ROM to allow the unit to be used as a diskless workstation.

The following three pieces of important information are required to configure the LAN adapter card for use:
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The interrupt request (IRQ) setting the adapter will use to communicate with the system
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The base I/O port address the adapter will use to exchange information with the system
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The base memory address that the adapter will use as a starting point in memory for DMA transfers.  
Some adapters may require a DMA channel to be defined.
TCP/IP
The language of the Internet is Transmission Control Protocol/Internet Protocol, or TCP/IP for short. No matter what type of computer platform or software is being used, the information must move across the Internet in this format. TCP/IP is now supported on virtually every brand of computing equipment.
TCP/IP calls for data to be grouped together in bundles called network packets. 

The TCP/IP packet is designed primarily to allow for message fragmentation and reassembly. Packet information is conveyed through two header fields: the IP header, and the TCP header, followed by the data field, as shown.

Domain Name System
The IP addresses of all the computers connected to the Internet are tracked using a listing system called the domain name system (DNS). This system evolved as a method of organizing the members of the Internet into a hierarchical management structure.  The DNS structure consists of various levels of computer groups called domains. 

Site Identifiers
In the example marcarft@oneworld.owt.com, the .com notation at the end of the address is a major domain code that identifies the user as a commercial site. The following list identifies the Internet's major domain codes:
	.com = Commercial businesses

.edu = Educational institutions

.gov = Government agencies

.int = International organizations
	.mil = Military establishments

.net = Networking organizations

.org = Nonprofit organizations




Subdomain Names
The .owt identifies the organization that is a domain listed under the major domain heading. Likewise, the one world entry is a subdomain of the .owt domain. It is very likely one of multiple networks supported by .owt.   The Marcarft entry is the address location of the end user. If the end user location is an e-mail address, it is usually denoted by an ampersand (@) between its name and the name of its host domain (that is, mcarft@oneworld.owt.com).

Transmitting the Signals
The Internet software communicates with the service provider by embedding the TCP/IP information in a Point-to-Point Protocol (PPP) shell for transmission through the modem in analog format. The communications equipment, at the service provider's site, converts the signal back to the digital TCP/IP format. Older units running UNIX used a connection protocol called Serial Line Internet Protocol (SLIP) for dial-up services.

Exchanging Information
A special application, called the File Transfer Protocol (FTP), is one method used to upload and download information to and from the Internet.   FTP is a client/server type of software application. The server version runs on the host computer; the client version runs on the user's station.

Archie Servers
Around the world, thousands of FTP host sites contain millions of pages of information that can be downloaded free of charge. Special servers, called Archie servers (archival servers), contain listings to assist users in locating specific topics stored at FTP sites around the world.

OSI Model of Open Systems Networking
The Open Systems Interconnection (OSI) reference model is the most commonly used model of networking. First released in 1984 by the ISO, the OSI model is a useful structure for defining and describing the various processes underlying open systems networking. Vendors use the model as a blueprint when developing protocol implementations.

Communications Between Stacks
When a message is sent from one machine to another, it travels down the protocol stack or layers of the model, and then up the layers of the stack on the other machine.  As the data travels down the stack, it picks up headers from each layer (Except the physical layer).  Headers contain information that is read by the peer layer on the stack of the other computer.  As the data travels up the levels of the peer computer, each header is removed by it's equivalent protocol.  These headers contain different information depending on the layer they receive the header from, but tell the peer layer important information, including packet size, frames, and datagrams.  Each layer's header and data are called data packages, or service data units.  Although it may seem confusing, each layer has a different name for it's service data unit.  


Here are the common names for service data units at each level of the OSI model

	Application
	Messages and Packets

	Presentation
	Packets

	Session
	Packets

	Transport
	Datagrams, Segments, and Packets

	Network
	Datagrams and Packets

	Data Link
	Frames and Packets

	Physical
	Bits and Packets


The Presentation and Application Layers
The presentation layer is responsible for protocol conversation, data translation, compression, encryption, character set conversion, and graphical command interpretation between the computer and the network.

The main working units in the presentation are the network redirectors, which make server files visible on client computers.  The Network redirector is also responsible for making remote printers appear as if they were local.

The application layer provides services that support user applications, such as database access, e-mail services, and file transfers.  The application layer also allows Remote Access Servers to work, so that applications appear local on remotely hosted servers.

Session Layer
The session layer is the section of the OSI model that performs the setup functions to create the communication sessions between computers.  It is responsible for much of the security and name look-up features of the protocol stack, and maintains the communications between the sending and receiving computers through the entire transfer process.  Using the services provided by the transport layer, the session layer ensures only lost or damaged data packets are re-sent, using methods referred to as data synchronization and checkpointing.  This ensures that excess traffic is not created on the network in the event of a failure in the communications.

The session layer also determines who can send data and who can receive data at every point in the communication.  Without the dialogue between the two session layers, neither computer would know when to start sending data and when to look for it in the network traffic.

Transport Layer
The transport layer's main duty is to unsure that packets are send error-free to the receiving computer in proper sequence with no loss of data or duplication.  This is accomplished by the protocol stack sending acknowledgements of data being send and received, and proper checksum/parity/synchronization of data being maintained. 

The transport layer is also responsible for breaking large messages into smaller packets for the network layer, and for re-assembling the packets when they are received from the network layer for processing by the session layer.

The Network Layer
The third layer of the OSI model is the Network layer.  This layer is responsible for making routing decisions and forwards packets that are farther then one link away.  By making the network layer responsible for this function, every other layer of the OSI model can send packets without dealing with where exactly the system happens to be on the network, whether it be 1 hop or 10 hops away.

In order to provide it's services to the data link layer, it must convert the logical network address into physical machine addresses, and vice versa on the receiving computer.  This is done so that no relaying, routing, or networking information must be processed by a level higher in the model then this level.  Essentially, any function that doesn't provide an environment for executing user programs falls under this layer or lower.  

Because of this restriction, all systems that have packets routed through their systems must provide the bottom three layers' services to all packets traveling through their systems.  Thus, any routed packet must travel up the first three layers and then down those same three layers before being sent farther down the network.  Routers and gateways are the principal users of this layer, and must fully comply with the network layer in order to complete routing duties.

The network layer is also responsible for determining routing and message priority.  By having this single layer responsible for prioritization, the other layers of the OSI model remain separated from routing decisions.

This layer is also responsible for breaking large packets into smaller chucks when the original packet is bigger then the Data Link is set.  Similarly, it re-assembles the packet on the receiving computer into the original-sized packet.  There are several items addresses by this layer.  They are;

· Addressing for logical network and service addresses.

· Circuit message and packet switching

· Route discovery and selection

· Connection services, including layer flow control and packet sequence control.

· Gateway Services

The Data Link Layer
The Data Link Layer is responsible for the flow of data over the network from one device to another.  It accepts data from the Network Layer, packages that data into frames, and sends them to the Physical Layer for distribution.  In the same way, it receives frames from the physical layer of a receiving computer, and changes them into packets before sending them to the Network Layer.

The Data link Layer is also involved in error detection and avoidance using a Cyclic Redundancy Check (CRC) added to the frame that the receiving computer analyses.  This second also checks for lost frames and sends requests for re-transmissions of frames that are missing or corrupted at this level.

The most important aspect of the Data Link Layer is in Broadcast networks, where this layer establishes which computer on a network receives the information and which computers relay or ignore the information.  It does so by using a Media Access Control (MAC) address, which uniquely identifies each Network Interface Card (NIC).

Bridges, Intelligent Hubs, And NICs are all associated with the Data Link Layer.

The Data Link Layer is sub-divided into two layers.  This is done because of the two distinct functions that each sub-division provides.

Logical Link Control - Generates and maintains links between network devices
Media Access Control - Defines how multiple devices share a media channel

The Logical Link Control provides Service Access Points (Saps) for other computers to make reference to when transporting data the to upper layers of the OSI Model.

Media Access Control gives every NIC a unique 12 digit hexadecimal address.  These addresses are used by the Logical Link Control to set up connections between NICs.  Every MAC address must be unique or they will cause identity crashes on the network.  The MAC address is normally set at the factory, and conflicts are rare.  But in the case of a conflict, the MAC address is user set-able.

The Physical Layer
The lowest layer on the OSI model, and probably the easiest to understand is the physical layer.  This layer deals with the physical, electrical, and cable issues involved with making a network connection.  It associates with any part of the network structure that doesn't process information in any way.

The physical layer is responsible for sending the bits across the network media.  It does not define what a bit is or how it is used merely how it's sent.  The physical layer is responsible for transmitting and receiving the data.  It defines pin assignments for serial connections, determines data synchronization, and defines the entire network's timing base.

Items defined by the physical layer include hubs, simple active hubs, terminators, couplers, cables and cabling, connectors, repeaters, multiplexers, transmitters, receivers, and transceivers.  Any item that does not process information but is required for the sending and receiving of data is defined by this layer.

There are several items addresses by this layer.  They are;

· Network connections types, including multi-point and point-to-point networks. 

· Network Topologies, including ring, star, bus, and mesh networks. 

· Analog or Digital signaling. 

· Bit Synchronization (When to send data and when to listen for it). 

· Baseband Vs. Broadband transmissions. 

· Multiplexing (Combining multiple streams of data into one channel). 

· Termination, to give better signal clarity and for node segmentation.  

How NT and OSI Work Together.

In order for Windows NT to work with all standard protocols, and to fit the OSI model, a metric had to be formed that fit both systems.  Systems inside of Windows NT had to comply with all the rules of the OSI model in order for standardization to take place.  The following is how Windows NT fits into OSI.

Drivers
In order for any piece of equipment to work on any system, drivers are required to standard the communication path between the equipment and the operating system.  The same is true for networking components, which require drivers to provide the communication path so that NIC's can work efficiently and properly with the rest of the network and the computer itself.  

The network redirector uses the network adaptor card's driver to provide services such as file storage and  printing to the user's application.  Originally drivers for a NIC could only bound to a single protocol stack.  This is okay for client-side computing because normally only one protocol stack and one NIC were needed.  Server's presented a new problem, as they often required more then one protocol to deal with the large number of machines they were linked to.

ODI and NDIS
To solve this problem, two different solutions were established to allow single cards to be bound to multiple stacks.  ODI (Open Driver Interface) was developed by Novel, Apple, and others was one solution.  The other was NDIS (Network Driver Interface Specifications), created by Microsoft for Windows.  Microsoft products require you to use NDIS, where as programs like Novell Netware require ODI.

ODI and NDIS both allowed you to accomplish the same task.  They made it possible to have one NIC bind to several protocol stacks simultaneously, such as TCP/IP and IPX, or have several adaptor cards using the same TCP/IP stack.

In the OSI model, network drivers fall into the Data Link layer of the model, as do the network cards themselves.  The Data Link Layer is split by the IEEE model into two sub-layers.  The Logical Link Control (LLC) sub layer corresponds to the software drivers section, and the Media Access Control (MAC) sub layer corresponds to the network card itself.  

Packet Switching - Packets are relayed across network along the best route available. 

Repeater- 
Physical layer - takes a weak signal and regenerates it - doesn't translate or filter anything Can move packets from on physical media to another (i.e. can connect thinet to fiber-optic) Cheap but will pass a broadcast storm 

Bridge - 

Data Link layer - does everything a repeater does - reduce traffic by segmenting the network by using a routing table- regenerate the signal at the packet level - not suited to WANs slower than 56K - will pass broadcast storms - read the source and destination of every packet - pass packet with unknown destinations - connect dissimilar networks (i.e. Token Ring and Ethernet) 

Router - 

Network layer - does filtering and isolating traffic - forwards particular protocols to particular addresses (other routers) - connect network segments - not all protocols are routeable (LAT and NetBEUI) - are used in complex network situations because they provide better traffic mgmt. than brides - don't pass broadcast traffic. 

Brouter - 

combines best qualities of both a bridge and a Router - can act like a Router for one protocol and bridge all of the others (nonroutable) - delivers more cost-effective 

Networking Essentials 2

1. IRQ (Interrupt Requests)
	IRQ 1 
Keyboard 

IRQ 2(9)
Video Card 

IRQ 3 
Com2, Com4 

IRQ 4 
Com1, Com3 

IRQ 5 
Available (Normally LPT2 or sound card ) 

IRQ 6 
Floppy Disk Controller 

IRQ 7 
Parallel Port (LPT1) 


	IRQ 8 
Real-time clock 

IRQ 9 
Redirected IRQ2 

IRQ 10 
Available 

IRQ 11 
Available 

IRQ 12 
PS/2 Mouse 

IRQ 13 
Math Coprocessor 

IRQ 14 
Hard Disk Controller 

IRQ 15 
Available


 2. Standard Topologies 

Bus 
- A single cable (trunk) that connects all computers in a single line. 

Star 
- Computers connect to a centralized hub via cable segments. 

Ring 
- Connects all computers on a single cable. Ends are not terminated, but form a full loop connecting the last computer to the first computer. 

Mesh 
- Commonly used in WAN configurations. Routers are connected to multiple links for redundancy and to give the ability to determine the quickest route to a destination. 

3. Access Methods 

CSMA/CD 
- Collision Detection; listens to cable prior to sending data. (Ethernet)

CSMA/CA 
- Collision Avoidance; Announces intention to send data. (AppleTalk)

Token-Passing 
- Token revolves around ring, computer which has token is permitted to data. (Token Ring)

4. IBM Cabling System

Thinnet Coaxial - .25 inches thick, carries signal 185 meters. Known as RG-58 family, and has a 50 ohm impedance. 

RG-58 /U 

- Solid Copper Core 

RG-58 A/U 
- Stranded Wire Core 

RG-58 C/U 
- Military Specification of RG-58 A/U 

RG-59 

- Broadband transmission (Television Cable) 

RG-62 

- ArcNet Network Cable 

- When troubleshooting thinnet coaxial cable, the cable terminator must read 50 ohms, and the cable and connector must measure infinite.

Thicknet Coaxial 
- .5 inches thick, carries signal 500 meters. A transceiver (Vampire Tap) is used to make a physical connection with the Thicknet core. 

Unshielded Twisted Pair - Twisted pair wiring, carries signal 100 meters. Is susceptible to crosstalk. 

Shielded Twisted Pair - Twisted pair wiring, carries signal 100 meters. Has foil or braided jacket around wiring to help reduce crosstalk and to prevent electromagnetic interference. 

Crosstalk 
- Signal overflow from one wire to another adjacent wire. 

Attenuation 
- The degrading of a signal as it travels farther from its origination. 

Jitter 
- Instability in a signal wave. Caused by signal interference or unbalanced FDDI or Token Ring. 

5. UTP/STP Category Speeds 

Cat 2 
- 4 mbps 

Cat 3 
- 10 mbps 

Cat 4 
- 16 mbps 

Cat 5 
- 100 mbps 

Fiber-Optic - Carries light pulse signals through glass core at speeds of between 100 Mbps - 200,000 Mbps.

6. Ethernet Specifications 

Type 

Cable types 

Connection Type 
Max Length 

10Base2 

- RG-58 thinnet coaxial cable 
BNC T Connector 
185 meters (607 ft) 

10Base5 

- Thicknet coaxial cable 
DIX/AUI 

500 meters (1640 ft) 

10BaseT 

- Category 3, 4, or 5 UTP cable RJ-45 

100 meters (328 ft) 

100BaseT

- Category 5 UTP cable 
RJ-45 

100 meters (328 ft) 

7. Signal Transmissions 

Baseband 
- Uses digital signaling over a single frequency. Transmits bi-directionally. 

Broadband 
- Uses analog signaling over a range of frequencies. Transmits unidirectional and uses amplifiers for signal regeneration. 

OSI layer
Protocols residing here

Application
SMB, NCP

Presentation
NCP

Session
        
None

Transport

TCP, SPX, NWLink, NetBEUI

Network
        
IP, IPX, NetBEUI, DLC, DecNET

Data Link

None

Physical

None

IEEE 802 Specifications 
	802.1 
Internetworking 

802.2 
LLC (Logical Link Control) 

802.3 
CSMA/CD - Ethernet 

802.4 
Token Bus LAN 

802.5 
Token Ring LAN 

802.6 
MAN (Metropolitan Area Network) 

802.7
Broadband Technical Advisory Group 
	802.8 
Fiber-Optic Technical Advisory Group 

802.9 
Integrated Voice/Data Networks 

802.10 
Network Security 

802.11 
Wireless Networks 

802.12 
Demand Priority Access LAN, 100 Base VG - AnyLAN 




8. LAN Enhancement Components 

Repeater 
- regenerates signals for retransmission. Moves packets from one physical media to another. Will pass broadcast storms. Cannot connect different network topologies or access methods. 

Bridges 
- are used to segment networks. They forward packets based on address of destination node. Uses RAM to build a routing table based on hardware addresses. Will connect dissimilar network topologies. Will forward all protocols. Regenerates the signal at the packet level. 

Remote Bridge - Same as bridge, but used for telephone communications. Uses STA (Spanning Tree Algorithm).  

Routes 
- packets across multiple networks. Uses RAM to build a routing table based on network addresses (i.e. TCP address). Shares status and routing information to other routers to provide better traffic management and bypass slow connections. Will not pass broadcast traffic. Are slower than bridges due to complex functions. Strips off Data Link Layer source and destination addresses and then recreates them for packets. Routers can accommodate multiple active paths between LAN segments. Will not pass unroutable protocols. 

Brouter 
- Will act as a router for specified protocols and as a bridge for other specified protocols.  

Gateway 
- Used for communications between different NOS's (i.e. Windows NT and IBM SNA). Takes the packet, strips off the old protocol and repackages it for the receiving network. 

Multiplexer Device - that can divide transmissions into two or more channels. 

Switches 
- Hub with bridging capabilities. Switch filters traffic through MAC addresses. Creates sessions on ports within the hub. Used when upgrading to 100mb Fast Ethernet. 

Spanning Tree Algorithm - was developed for bridges to determine the most efficient network in path when there are multiple paths to choose from. 

Multiplexing - Several signals from different sources are collected into the component and are fed into one cable for transmission.

9. Protocols 

Routable 
- TCP/IP, IPX/SPX, OSI, AppleTalk, DecNET, XNS. Non-routable - NetBEUI, DLC, LAT. 

NetBEUI 
- Microsoft protocol designed for small LANs; non-routable. Not compatible with UNIX networks. 

IPX/SPX 
- Fast protocol for small and large Novell networks; is routable. Also known in NT as NWLink. 

TCP/IP 
- Internet protocol; is routable. Used by UNIX networks. 

DecNET 
- Defines communications over FDDI MANs; is routable. 

AppleTalk - Apple protocol designed for small LAN file and print sharing; is routable. 

RIP (Routing Information Protocol) - Routers use this to communicate with each other to determine the least busy and shortest network routes. 

NDIS (Microsoft) and ODI (Novell) are used to bind multiple protocols to a network adapter.

SLIP (Serial Line IP) 
- Provides dial-up communications, but is unable to simultaneously transfer multiple protocols. 

PPP (Point-to-Point Protocol) - Performs dynamic IP addressing, multi-protocol support, password login and error control. 

Common TCP/IP problems are caused by incorrect subnet masks and default gateways.

Incorrect frame types will cause problems between two systems using IPX/SPX.

10. Computer Name Resolution 

DNS (Domain Name Services) - Used to resolve DNS host name to an IP address. 

WINS (Windows Internet Naming Service) - Used to resolve NetBIOS computer name to an IP address. 

HOSTS - File which contains mappings between DNS host names and their IP addresses. 

LMHOSTS - File which contains mappings between NetBIOS computer names and their IP addresses. 

Packet Switching - Packets are relayed across network along the best route available. 

Beaconing - Computers are used to detect network faults, then transmit the fault signal to the server. 

Packet Switching Networks 

Type
Function

X.25
Designed to connect remote terminals to mainframe host systems. Is very slow due to constant error-checking.

Frame Relay
Point-to-point system which uses digital leased lines. Will provide bandwidth as needed. Requires frame relay capable bridge or router for transmission.

ATM
Advanced implementation of packet switching. Transmits at speeds of 155Mbps to 622Mbps with capabilities of higher speeds. Transmits data in 53 byte (48 application, 5 header) cells. Uses switches as multiplexers to permit several computers to simultaneously transmit data on a network. Great for voice and video communications.

ISDN
Transmits at 128k/sec. Has three data channels - 2 B channels @ 64k/sec & 1 D channel @ 16k/sec. The B channels carry data while the D channel performs link management and signaling.

FDDI
100 Mbps token-passing ring network which uses fiber-optic media. Uses a dual-ring topology for redundancy and in case of ring failure. Each ring is capable of connecting 500 computers over 100 kilometers (62 miles). Can be used as a network backbone. Uses beaconing for ring troubleshooting.

11. Security levels 

Share-level security - Used in Windows 95 to share resources. A password is needed to access the resource. 

User-level security - Used in Windows NT to share resources. When you attempt to access a shared resource, the server will make sure your user account has been authorized to access the resource. 

12. Network Diagnostic Tools 

Tool
                  
Function

Digital Volt Meters (DVM)  
- Measures voltage passing through a resistance. Primarily used for network cable troubleshooting.

Time-Domain Reflectors (TDRs) - Sends sonar-like pulses to look for breaks, shorts or crimps in cables. Can locate a break within a few feet of actual fault.

Oscilloscope
           
- Measures amount of signal voltage per unit of time. Displays crimps, shorts, opens, etc.

Network Monitor

- Examines packet types, errors and traffic to and from each computer on a network.

Protocol Analyzer
   
- Look inside the packet to determine cause of problem. Contains built in Time-Domain Reflector. 
- Gives insights to many problems including connection errors, bottlenecks, traffic problems, protocol problems, etc.

13. Multiple Disk Sets 

Fault Tolerant Systems protect data by duplicating data or by placing data in different physical sources. 

RAID


Function

Level 0 Disk Striping
-Divides data into 64k blocks and spreads it equally among all disks in the array. Is not fault tolerant.

Level 1 Disk Mirroring
-Duplicates a partition on another physical disk.

Level 1 Disk Duplexing
-Duplicates a partition on another physical disk that is connected to another Hard Drive Controller.

Level 2 Disk Striping w/ECC
-Data blocks are broken up and distributed across all drives in array with error checking.

Level 3 Disk Striping w/ ECC stored as parity    -Data blocks are broken up and distributed across all drives in array with one drive dedicated to storing parity data.

Level 4 Disk Striping with large blocks
-Complete blocks of data are distributed across all drives in the array.

Level 5 Disk Striping with parity 
-Distributes data and parity information across all disks in the array. The data and the and parity information are arranged so they are always on separate disks. A parity stripe block exists for each row across the disk. The parity stripe is used for disk reconstruction in case of a failed disk. Supports a minimum of three disks and a maximum of thirty-two disks.

Windows NT supports RAID Levels 0, 1, and 5.

Sector Sparing - Automatically adds sector-recovery capabilities to the files system while the computer is running. Available when using RAID methods. Only available with SCSI drives. 

TCP Command Line Utilities

arp- Arp.exe is used to resolve an IP address to its hardware (MAC address).  Local Arp cache is checked first before initiating an ARP request broadcast 

Switches
-a - View the contents of the local ARP cache table 
-s - Add a static Arp entry for frequent accessed hosts 
-d - Delete a entry 

ipconfig - The ipconfig is a command line tool for NT that shows how the computer's IP stack is configured.C:\ipconfig

Windows NT IP Configuration:

Ethernet adapter E100B1:

IP Address:

198.133.234.23

Subnet Mask:
255.255.255.0

Default Gateway:
198.133.234.2

Switches
/all - Extra information is revealed; IP host name, DNS, WINS server
/release - If DHCP is enabled, you release the lease with this switch.
/renew - The renew switch will update and renew DHCP lease information from the DHCP Server.

Winipcfg 
- The winipcfg is a GUI version for Windows 95/98 of ipconfig 

Ping - verifies configurations and tests connectivity If you can ping a hostname but cannot connect to a share point in Explorer, then the LMHOST file does not have an entry for that hostname or WINS is not working.  Conversely, if you CAN connect to a share in Explorer yet cannot ping the hostname, then either the HOST file entry is wrong or DNS is not working. 

netstat - The netstat tool displays protocol statistics and the state of current TCP/IP connections 

C:\WINDOWS>netstat /? - Displays protocol statistics and current TCP/IP network connections.

NETSTAT [-a] [-e] [-n] [-s] [-p proto] [-r] [interval]

  
-a            Displays all connections and listening ports.


-e            Displays Ethernet statistics. This may be combined with the -s option.


-n            Displays addresses and port numbers in numerical form.

*-p proto  Shows connections for the protocol specified by proto; proto may be TCP or UDP.  If used with the -s option to display per-protocol statistics, proto may be TCP, UDP, or IP.


-r            Displays the routing table.

-s            Displays per-protocol statistics.  By default, statistics are shown for TCP, UDP and IP; the -p option may be used to specify a subset of the default.

*interval   Redisplays selected statistics, pausing interval seconds between each display.  Press CTRL+C to stop redisplaying statistics.  If omitted, netstat will print the current configuration information once.

nbtstat - The nbtstat checks the state of NetBIOS over TCP/IP connections and returns NetBIOS session and name resolution statistics. This tool can also be used to update the local NetBIOS name cache. 

Displays protocol statistics and current TCP/IP connections using NBT(NetBIOS over TCP/IP).

NBTSTAT [-a RemoteName] [-A IP address] [-c] [-n]

        [-r] [-R] [-s] [S] [interval] ]


-a   (adapter status) 
Lists the remote machine's name table given its name


-A   (Adapter status) 
Lists the remote machine's name table given its IP address.


-c   (cache)          
Lists the remote name cache including the IP addresses


-n   (names)         
Lists local NetBIOS names.


-r   (resolved)       
Lists names resolved by broadcast and via WINS


-R   (Reload)         
Purges and reloads the remote cache name table


-S   (Sessions)       
Lists sessions table with the destination IP addresses


-s   (sessions)       
Lists sessions table converting destination IP to host names via the hosts file.

  *RemoteName Remote host machine name.


 IP address   
Dotted decimal representation of the IP address.


 interval     
 
Redisplays selected statistics, pausing interval seconds between each display. 


Press Ctrl+C to stop redisplaying statistics.

Note: Netstat works for TCP/IP connections, and Nbtstat works for NetBIOS connections. 

DNS

- problems are due to HOST file errors or DNS server problems.
nslookup 
- the Nslookup tool is used to trace DNS queries from start to finish 

NetBIOS
- problems are due to problems with WINS or LMHOST file. 
Tracert
  
- the tracert tool shows the route a packet will take over a network from one computer to another. 
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