Network+ Notes:

Mac OS X Server and AppleShare

TCP/IP file sharing with Macintosh clients using Network File System (NFS), and File Transfer Apple File Protocol 3.0.

Interoperability
Mac OS X Server uses the Open Source SAMBA to provide Windows users with Server Message Block (SMB) file sharing. Network File System (NFS) lets you make folders available to UNIX and Linux users. 
Authentication
Kerberos support for centralized login authentication.
File and Print Services
	Mac OS X Server provides support for native Macintosh, Windows, UNIX, and Linux file sharing. Protocols supported include:
· Apple file services (AFP 3.0) from any AppleShare client over TCP/IP 

· Windows (SMB/CIFS) file sharing using Samba 

· Network File System (NFS) for UNIX and Linux file access 

· Internet (FTP) 
	Built-in print services can spool files to any PostScript-capable printer over TCP/IP, AppleTalk, or USB. Macintosh customers can use the LPR support in Print Center or the Desktop Printer utility to connect to a shared printer. Windows users can use their native SMB/CIFS protocol to connect to a shared printer. Print services for OS X Server
· Macintosh and UNIX (LPR/LPD) 

· Windows (SMB/CIFS


Security

User-level security protects shared network resources by requiring that a security provider authenticate a user’s request to access resources. The domain controller , grants access to the shared resource by verifying that the user name and password are the same as those on the user account list stored on the network security provider. Because the security provider maintains a network-wide list of user accounts and passwords, each client computer does not have to store a list of accounts. 

Share-level security protects shared network resources on the computer with individually assigned passwords. For example, you can assign a password to a folder or a locally attached printer. If other users want to access it, they need to type in the appropriate password. If you do not assign a password to a shared resource, every user with access to the network can access that resource.

A Virtual LAN is a group of devices on one or more LANs that are configured using management software so that they can communicate as if they were attached to the same LAN segment, when in fact they are located on a number of different segments. Because VLANs are based on logical instead of physical connections, they are more flexible.  For a computer to communicate with devices on different LAN segments other than the segment it is located on, requires the use of a router. And as networks expand, more routers are needed to separate users into broadcast and collision domains, and provide connectivity to other LANs. Since routers add latency, this can result in the delay of data transfer over the network. Switches are used in VLANs to create the same division of the network into separate broadcast domains, but without the latency problems of a router. 

- RAID Level 3 stripes data at a byte level across several drives with parity stored on one drive.

- RAID Level 4 stripes data at a byte level across several drives with parity stored on one drive
- Microsoft dial-up networking clients typically use MS-CHAP authentication. 
- Non-Microsoft dial-up networking clients use CHAP, PAP, and SPAP authentication
