Network+ questions #2:
1. A significant difference between the peer-to-peer and client/server network types is:

A. is more difficult to set up

B. does not allow for resource sharing between workstations

C. does not usually provide centralized management for shared resources

D. is more secure

2. Which two of the following issues make peer-to-peer (P2P) networks less scalable than client/server networks?

A. Each time a new user is added, the peer-to-peer network cabling must be reinstalled between nodes.

B. Adding nodes to a P2P network results in diminished overall network performance.

C. Adding nodes to a P2P network increases the risk that an intruder can compromise a shared data folder.

D. Adding new resource sharing locations and ensuring that all authorized users have access to new resources becomes less manageable as the peer-to-peer network grows.

3. Which layer of the OSI Model is responsible for encrypting data before it is transmitted?

A. Physical

B. Session

C. Presentation

D. Application

4. At which layer of the OSI Model is a logical address appended to a data frame?

A. Physical

B. Data Link

C. Transport

D. Network

5. Which of the following is currently more significant to wireless data communication than wire-bound data communication?

A. cost of installation

B. scalability of the LAN

C. line of sight paths between nodes

D. compatibility of equipment manufactured by different vendors

6. Which of the following is a valid MAC address?

A. AD005G211L9

B. 188.23.65.88

C. 238800ACD403

D. 100.100.100.1

7. What is the purpose of the Block ID?

A. to represent the NIC manufacturer

B. to represent the server’s NOS version

C. to represent the maximum throughput a network interface can handle

D. to represent the type of plug a NIC requires

8. What is the default frame type for a server running Novell 5.x?

A. 802.2

B. 802.3

C. Ethernet_II

D. 802.12

9. Why is NetBEUI not routable?

A. because it does not contain a subprotocol at the Application layer of the OSI Model

B. because it does not contain Network layer addressing information

C. because it is incompatible with modern routing techniques

D. because its data frames are too large and slow to be practically routed

10. What is the purpose of the ARP cache?

A. to retain a table of IP addresses and their associated host names

B. to dynamically supply IP addresses to hosts logging on to a network

C. to retain a table of IP addresses and their associated MAC addresses

D. to retain recently accessed files from the Internet

11. What is the maximum amount of time an entry will remain in an ARP cache?

A. one minute

B. 10 minutes

C. 60 minutes

D. indefinitely, until the cache is manually cleared

12. At which layer of the OSI Model does IP operate?

A. Physical

B. Data Link

C. Transport

D. Network

13. Which of the following subprotocols within the TCP/IP suite is connectionless?

A. TCP

B. IP

C. Telnet

D. FTP

14. What is the default protocol used on both Windows 2000 Server and NetWare 5.x?

A. NetBEUI

B. IPX/SPX

C. TCP/IP

D. AppleTalk

15. What is the minimum size of an Ethernet packet?

A. 56 bytes

B. 64 bytes

C. 128 bytes

D. 256 bytes

16. What type of switching does a telephone call over the PSTN use?

A. circuit

B. packet

C. message

D. cell

17. What is the purpose of a routing table on a TCP/IP-based network?

A. to associate the NetBIOS names of nodes with their IP addresses

B. to associate the IP addresses of nodes with their host names

C. to associate the IP addresses of nodes with their locations on the network

D. to associate the host names of nodes with their MAC addresses

18. Which routing protocol is commonly used for Internet backbones?

A. OSPF

B. RIP for IP

C. EIGRP

D. BGP

19. Which protocol was developed by Cisco Systems and has a fast convergence time but is supported only on Cisco routers?

A. OSPF

B. RIP for IP

C. EIGRP

D. BGP

20. What type of effect would EMI and RFI have on a fiber-optic network?

A. They would cause network congestion.

B. They would cause intermittent data errors.

C. They would decrease throughput.

D. They would have no effect on a fiber-optic network.

21. What is the maximum throughput of a 100BaseFX network?

A. 100 Kbps

B. 10 Mbps

C. 100 Mbps

D. 1 Gbps

22. On a contemporary WAN that mixes twisted-pair wire and fiber-optic cable, what two technologies are likely to coexist?

A. 10Base2 and 10BaseFX

B. 10Base5 and 10BaseFX

C. 100BaseT and 100BaseFX

D. 100BaseVG-AnyLAN and 100BaseFX

23. How can a user determine whether retrieving a certain file from the network requires her to traverse a WAN or a LAN?

A. She will be prompted to log onto the WAN separately from logging onto the LAN.

B. She will notice that the file uses a different type of naming convention on the WAN than on the LAN.

C. She will notice that it takes longer to retrieve the file over the LAN than over the WAN.

D. She probably won’t be able to determine whether she’s accessing a file over a LAN or a WAN link.

24. Which of the following best describes the function of a CSU?

A. It transmits several signals over a single channel.

B. It separates a single channel into multiple channels.

C. It terminates a digital signal and ensures connection integrity.

D. It converts the digital signal used by connectivity devices into the digital signal sent through the cabling.

25. What is the purpose of a mutliplexer?

A. to transmit several signals over a single channel

B. to separate a single channel into multiple channels

C. to terminate a digital signal and ensure connection integrity

D. to convert the digital signal used by connectivity devices into the digital signal sent via the cabling

26. What is the maximum segment length for a T1 line using STP?

A. 600 meters

B. 6000 meters

C. 6000 feet

D. 6 kilometers

27. A fractional T1 can be leased in multiples of Kbps.

A. 24

B. 48

C. 64

D. 72

28. What is the maximum number of channels that a single T1 can contain?

A. 12

B. 24

C. 48

D. 64

29. Which of the following WAN links is most reliable?

A. DSL

B. PSTN

C. ISDN

D. SONET

30. Why do most remote clients (for example, those that dial into a RRAS server) use DHCP and not static IP addressing? (Choose all that apply.)

A. because using DHCP allows more efficient use of a limited number of IP addresses

B. because using DHCP ensures that the client is authorized to access the network

C. because using DHCP ensures that the client is assigned a valid IP address

D. because using DHCP allows the client to use the same IP address each time he or she dials into the LAN

31. What is one reason an organization might employ a VPN rather than simply allow users to dial directly into their remote access server?

A. VPNs provide better performance than direct-dial connections.

B. VPNs allow more users to connect to the LAN simultaneously.

C. VPNs are less expensive for connecting a large number of remote users.

D. VPNs prevent the need for firewalls between access servers and the Internet.

32. Which of the following protocol suites could be used to transmit data over a VPN that relies on PPTP? (Choose all that apply.)

A. IPX/SPX

B. TCP/IP

C. NetBEUI

D. AppleTalk

33. What file system must a Windows server use in order to support Macintosh clients?

A. HPFS

B. FAT16

C. FAT32

D. NTFS

34. In Windows 2000 trust relationships, what is the term for a domain that grants access to its resources to another domain?

A. transitive domain

B. trusted domain

C. trusting domain

D. primary domain

35. On a Win2000 network, what is the term for a server that does not contain Active Directory info?

A. member server

B. domain controller

C. PDC

D. BDC

36. What is the term for the database that contains information about Windows 2000 objects and their attributes?

A. NDS

B. Master Domain

C. NFS

D. Active Directory

