Question 1: (QID=2889)

An ISDN adapter is able to connect to a workstation using which of the following interfaces?

1. A Serial Port

2. An Expansion Slot

3. A Parallel Port

4. A SCSI connector

--------------------------------------------------------------------------------

Question 2: (QID=266)

You have a home office with 5 computers running Windows 2000. You wish to be able to connect all of them to the internet with your dial-up connection. What is the easiest way to accomplish this?

1. Buy a router

2. Enable ICS

3. Install a modem in every computer and have them all dial up at the same time

4. Set up a firewall

--------------------------------------------------------------------------------

Question 3: (QID=211)

Which is the appropriate utility to use when troubleshooting NetBios resolution problems? 

1. Nbtstat

2. Netstat

3. Nslookup

4. Net View

--------------------------------------------------------------------------------

Question 4: (QID=2956)

Which networking technology uses existing phone lines for high-bandwidth communications?

1. DSL

2. SONET

3. ATM

4. Frame Relay

5. Cable Modem

6. ISDN

--------------------------------------------------------------------------------

Question 5: (QID=232)

What is the default subnet mask for the following IP address: 42.17.209.66?

1. 255.0.0.0

2. 255.255.0.0

3. 255.255.255.0

4. 0.0.0.0

--------------------------------------------------------------------------------

Question 6: (QID=2890)

As the network administrator of a small corporation it is your responsibility to add clients to an existing network. Your network is setup to transmit data at a rate of 10 Mbps with a maximum transmission distance of 100 meters. Which type of connectors and cabling does your network use?

1. BNC connectors and Coaxial cable

2. SC connectors and Fiber Optic cable

3. RJ-45 connectors and UTP cable

4. USB cables

--------------------------------------------------------------------------------

Question 7: (QID=4460)

Which of the following is true regarding firewire?

1. Can be used to directly connect 2 computers

2. Can be used with a firewire to fiber transceiver to greatly increase distance

3. Has a maximum transmission rate of 100Mbps

4. Is also known as IEEE 1304

--------------------------------------------------------------------------------

Question 8: (QID=2864)

Which type of cabling is used on 10Base-T Ethernet networks?

1. Fiber

2. Coax

3. STP

4. UTP

--------------------------------------------------------------------------------

Question 9: (QID=2958)

Which of the following are disadvantages of DSL connections?

1. It is slower than cable technology

2. It is susceptible to performance degradation during peak hours

3. Only available near the telephone company's central offices

4. May not be available to some users with older phone lines

--------------------------------------------------------------------------------

Question 10: (QID=2920)

NETSTAT –r will display which of the following?

1. Connections and listening ports and their current state

2. Ethernet statistics

3. Active connections

4. Contents of the routing table

--------------------------------------------------------------------------------

Question 11: (QID=2900)

Frame Relay is able to provide a maximum transmission rate of which of the following?

1. 1.544 Mbps

2. 30 Mbps

3. 25 Mbps

4. 45 Mbps

5. 55 Mbps

--------------------------------------------------------------------------------

Question 12: (QID=244)

Which are characteristics of copper based Gigabit Ethernet?

1. Offers speeds up to 1 Gbps

2. Utlizes CAT 5 /CAT 5e cabling

3. Can cover a maximum distance of up to 100 meters without a repeater

4. Can cover distances up to 2 Kilometers

5. Ulitlizes RJ-45 connectors

6. Has a maximum speed of 100 Mbps

--------------------------------------------------------------------------------

Question 13: (QID=245)

Which of the following are true of switches?

1. Used to route traffic between different LANs

2. Can operate at the Network or Data Link layer of the OSI 7 Layer Model

3. Prevents traffic jams by ensuring that data goes straight from its origin to its proper destination

4. Only operates with the computers on the same LAN

--------------------------------------------------------------------------------

Question 14: (QID=2936)

Print services operate at which of the following layers of the OSI model?

1. Physical

2. Data Link

3. Session

4. Application

--------------------------------------------------------------------------------

Question 15: (QID=276)

What is the default subnet mask for the IP address 189.55.44.22?

1. 255.0.0.0

2. 255.255.0.0

3. 255.255.255.0

4. 255.255.255.255

--------------------------------------------------------------------------------

Question 16: (QID=2932)

During certain times of the day your network has intermittent problems. You notice that the problems occur during periods where heavy machinery compressor motors are used near the computers. Which of the following would most likely be the cause of these problems?

1. EMI

2. ESD

3. RFI

4. Attenuation

--------------------------------------------------------------------------------

Question 17: (QID=2869)

Which of the following layers of the OSI model does a Bridge operate in?

1. The Data Link Layer

2. The Network Layer

3. The Transport Layer

4. The Session Layer

--------------------------------------------------------------------------------

Question 18: (QID=226)

Which layer of the OSI model repackages messages into smaller formats, provides error free delivery and error handling functions?

1. Application

2. Physical

3. Transport

4. Presentation

--------------------------------------------------------------------------------

Question 19: (QID=2860)

Which of the following network topologies is the most fault tolerant?

1. Bus

2. Mesh

3. Star

4. Ring

--------------------------------------------------------------------------------

Question 20: (QID=254)

The _________ protocol stores email on a remote server, allows users to view the headers and then decide whether they wish to download the message or not. You can also create and manipulate folders or mailboxes on the server, delete messages or search for certain parts.

1. IMAP

2. SMTP

3. POP3

4. NTP

--------------------------------------------------------------------------------

Question 21: (QID=2937)

Which layer of the OSI model does data encryption take place in?

1. Session

2. Presentation

3. Data Link

4. Network

--------------------------------------------------------------------------------

Question 22: (QID=4464)

Which type of point-to-point network uses line of sight communication and is often used with portable devices?

1. Bluetooth

2. Fiber Optic

3. Infrared

4. 802.11

5. Ethernet

--------------------------------------------------------------------------------

Question 23: (QID=222)

Which frame type is used on a Token Ring LAN?

1. 802.2

2. 802.3

3. 802.5

4. 802.12

--------------------------------------------------------------------------------

Question 24: (QID=2939)

Which of the following represents the range of class B IP addresses?

1. 127-191

2. 127-192

3. 128-192

4. 128-191

--------------------------------------------------------------------------------

Question 25: (QID=2897)

IPX/SPX is an implementation of which layer of the OSI model?

1. Session

2. Transport

3. Physical

4. Presentation

--------------------------------------------------------------------------------

Question 26: (QID=252)

Put the layers of the OSI model listed below in correct order from the top layer to the bottom.

1) Session

2) Physical

3) Data Link

4) Application

5) Network

6) Presentation

7) Transport

1. 3, 2, 6, 7, 1, 4, 5

2. 4, 6, 1, 7, 5, 3, 2

3. 5, 3, 2, 4, 7, 1, 6

4. 4, 6, 1, 5, 2, 3, 7

--------------------------------------------------------------------------------

Question 27: (QID=2891)

Which of the following is the maximum speed of a T1 connection?

1. 1.544 Mbps

2. 2.048 Mbps

3. 34.368 Mbps

4. 44.736 Mbps

--------------------------------------------------------------------------------

Question 28: (QID=260)

What of the following is responsible for dynamic IP address assignments?

1. PPTP

2. WINS

3. DHCP

4. SMTP

--------------------------------------------------------------------------------

Question 29: (QID=257)

Which protocol utilizes port 21?

1. FTP

2. Telnet

3. POP3

4. HTTP

--------------------------------------------------------------------------------

Question 30: (QID=2863)

Which of the following media connectors are used in conjunction with telephones?

1. RJ-45

2. RJ-11

3. RJ-T

4. BNC

5. RJ-58

--------------------------------------------------------------------------------

Question 31: (QID=2912)

Novell Netware is able to communicate with which of the following computing environments?

1. Windows 9x

2. UNIX

3. OS/2

4. Windows 2000

--------------------------------------------------------------------------------

Question 32: (QID=250)

A _________ acts as a middle-man between clients and the Internet providing security, administrative control, and caching services. The caching service can serve previously accessed web pages to users without having to contact the destination site.

1. Gateway

2. Router

3. Proxy Server

4. Bridge

5. Firewall

--------------------------------------------------------------------------------

Question 33: (QID=282)

Which tool would most likely be used in the process of making CAT 5 cabling?

1. Crimping tool

2. Punch-down tool

3. Oscilloscope

4. Tone generator

--------------------------------------------------------------------------------

Question 34: (QID=227)

Which of the following terms describes the problem of a signal overflowing from another wire?

1. Crosstalk

2. Attenuation

3. Jitter

4. Static

--------------------------------------------------------------------------------

Question 35: (QID=246)

The following diagram is an example of which network topology?

1. Bus

2. Star

3. Mesh

4. Wireless

5. Hybrid

--------------------------------------------------------------------------------

Question 36: (QID=239)

Which of the following should be considered when determining which subnet mask to use on a network?

1. The class of the IP address

2. Projected growth of the network

3. How many servers are on the network

4. The number of hosts that will be on the network

--------------------------------------------------------------------------------

Question 37: (QID=285)

Your company wishes to set up a VPN between 2 branch offices and requires that the link supports non-IP protocols and authentication. Which protocols are required?

1. POP3

2. L2TP

3. PPTP

4. IPSEC

5. Kerberos

--------------------------------------------------------------------------------

Question 38: (QID=275)

____________ is a very high-speed token ring network connected by optical fibers.

1. ATM

2. Frame Relay

3. ISDN

4. DSL

5. Cable modem

6. FDDI

--------------------------------------------------------------------------------

Question 39: (QID=2931)

Which of the following ports are normally found on the front of a MAU?

1. Ring In

2. Ring Out

3. Data Communications

4. Token Ring

--------------------------------------------------------------------------------

Question 40: (QID=2928)

Which of the following are important logical steps in the troubleshooting process?

1. Identifying symptoms and errors

2. Reinstall all software.

3. Establishing affected areas

4. Determine what has changed since the problem started.

5. Give the problem time to see if it corrects itself.

--------------------------------------------------------------------------------

Question 41: (QID=229)

You are setting up a 100Base-T network. Which category of cabling must you use?

1. cat 2

2. cat 3

3. cat 4

4. cat 5

--------------------------------------------------------------------------------

Question 42: (QID=208)

Which of the following protocols is responsible for dynamic routing? 

1. UDP

2. RIP

3. LAT

4. TCP

--------------------------------------------------------------------------------

Question 43: (QID=233)

You just set up a new workstation on a TCP/IP network. You configure the IP settings, but the computer cannot ping anything on the network. Which of the following is the best way to troubleshoot this problem?

1. Ping the loopback address

2. Ping the far side of the router

3. Ping the near side of the router

4. Run netstat

--------------------------------------------------------------------------------

Question 44: (QID=2880)

A switch uses which of the following components to route network traffic?

1. IP Address

2. MAC Address

3. DNS Lookup Table

4. Subnet Mask

--------------------------------------------------------------------------------

Question 45: (QID=2908)

In order to create a connection between two VLANs, which of the following devices must be used?

1. Router

2. Hub

3. Bridge

4. UMA

--------------------------------------------------------------------------------

Question 46: (QID=2921)

Which of the following utilities is used to display a listing of NetBIOS computer names and their associated TCP/IP addresses?

1. NETSTAT

2. NBTSTAT

3. TRACERT

4. PING

--------------------------------------------------------------------------------

Question 47: (QID=2893)

The POP3 protocol is used to perform which of the following actions?

1. Send Mail

2. Receive Mail

3. Forward Mail

4. Reply to Mail

--------------------------------------------------------------------------------

Question 48: (QID=209)

You set up a new client on a TCP/IP network. You are able to ping all other devices on the same subnet, but cannot ping the server on a separate subnet. Which is the next step that you should take?

1. Ping the near side of the router

2. Ping the loopback address

3. Ping the far side of the router

4. Ping the default gateway

5. Ping the IP address of your computer

--------------------------------------------------------------------------------

Question 49: (QID=2873)

Which of the following TCP/IP protocols is used to communicate between a web browser and a web server?

1. SMTP

2. HTTP

3. UDP

4. POP3

--------------------------------------------------------------------------------

Question 50: (QID=207)

What is the network ID for the IP address 198.154.22.73 using subnet mask 255.255.255.0? 

1. 0.0.0.73

2. 198.154.0.0

3. 198.154.22.0

4. 198.0.0.0

5. 255.255.255.73

--------------------------------------------------------------------------------

Question 51: (QID=258)

Which port does the TELNET protocol utilize?

1. 10

2. 21

3. 23

4. 80

5. 110

--------------------------------------------------------------------------------

Question 52: (QID=269)

What does the Network Time Protocol (NTP) do?

1. Synchronizes computer clock times in a network of computers

2. Monitors the timing of packet transmissions in order to prevent collisions

3. Keeps track of the amount of time that each user is logged into the network

4. Monitors the speed of network traffic

--------------------------------------------------------------------------------

Question 53: (QID=249)

A _________ prevents traffic jams by ensuring that data goes straight from its origin to its proper destination. It only operates with the computers on the same LAN. It cannot send data out to the internet, or across a WAN.

1. Hub

2. Gateway

3. Repeater

4. Switch

5. Router

--------------------------------------------------------------------------------

Question 54: (QID=2877)

To examine the route a packet is using to travel to its destination, you would use which of the following TCP/IP utilities?

1. ARP

2. IPCONFIG

3. NETSTAT

4. TRACERT

--------------------------------------------------------------------------------

Question 55: (QID=2945)

The exhibit is an example of which type of connector?

1. SC

2. ST

3. RJ-45

4. RJ-11

5. BNC

6. AUI

--------------------------------------------------------------------------------

Question 56: (QID=2938)

Which protocol uses port 23?

1. Telnet

2. Gopher

3. Finger

4. SMTP

--------------------------------------------------------------------------------

Question 57: (QID=2884)

An FDDI interface uses which type of media to transmit data from one workstation to another?

1. UTP

2. Wireless

3. Coaxial

4. Fiber

--------------------------------------------------------------------------------

Question 58: (QID=2904)

L2TP is able to support which of the following protocols?

1. AppleTalk

2. TCP/IP

3. IPX

4. NetBeui

--------------------------------------------------------------------------------

Question 59: (QID=2941)

Which of the following Classes of IP addresses will allow the creation of the most hosts on a network?

1. Class A

2. Class B

3. Class C

4. Class D

--------------------------------------------------------------------------------

Question 60: (QID=2876)

Which of the following command line utilities can be used to find the IP address on newer versions of Windows?

1. IPCONFIG

2. WINIPCFG

3. TRACERT

4. ARP

5. IFCONFIG

--------------------------------------------------------------------------------

Question 61: (QID=217)

You would like to provide redundancy for your DNS server. How do you accomplish this.

1. Set up a forwarder

2. Set up a DHCP relay agent

3. Set up a replication server

4. Set up a secondary

--------------------------------------------------------------------------------

Question 62: (QID=218)

Which of the following is a connection oriented protocol?

1. IP

2. UDP

3. DHCP

4. TCP

--------------------------------------------------------------------------------

Question 63: (QID=2953)

Which of the following is true of 802.11x wireless networking?

1. Can operate in two modes, Ad-Hoc and Infrastructure

2. Can communicate at ranges over 150 feet

3. Susceptible to interference from objects such as microwave ovens and cordless phones

4. Clients do not need network cards

--------------------------------------------------------------------------------

Question 64: (QID=230)

Attenuation is best described by which of the following? 

1. The overflow of a signal onto an adjacent wire

2. Instability of a signal

3. The inability to communicate on a network due to shoddy cabling.

4. The degradation of a signal as it travels further on a wire

--------------------------------------------------------------------------------

Question 65: (QID=4463)

What is the maximum speed of a 802.11g network connection?

1. 10Mbps

2. 11Mbps

3. 16Mbps

4. 40Mbps

5. 54Mbps

6. 100Mbps

--------------------------------------------------------------------------------

Question 66: (QID=262)

Which of the following are features of IPv6?

1. Smaller number of possible IP addresses

2. Utilizes a 128 bit address

3. Uses a hex numbering method in order to avoid long addresses

4. Does not require any changes to hardware or software to implement

--------------------------------------------------------------------------------

Question 67: (QID=224)

You would like to create a WAN link between your companies 2 buildings which are located 1 mile apart. You would like high speed communications and cost is no object. Which of the following networking standards would be the best option?

1. 100Base-T

2. 10Base-SR

3. 100base-FX

4. 10Base-5

--------------------------------------------------------------------------------

Question 68: (QID=279)

Which security protocol utilizes cryptographic keys and "shared secrets"?

1. L2TP

2. IPSEC

3. Kerberos

4. PPTP

5. PPP

--------------------------------------------------------------------------------

Question 69: (QID=299)

The Auto-Negotiation function of the Ethernet standard is:

1. Mandatory

2. Optional

3. Not desirable

--------------------------------------------------------------------------------

Question 70: (QID=2919)

Which of the following utilities may be used to display the active connections of a workstation?

1. PING

2. NETSTAT

3. IPCONFIG

4. TRACERT

--------------------------------------------------------------------------------

Question 71: (QID=261)

Which Windows service is responsible for the dynamic name resolution of NETBIOS names?

1. DHCP

2. DNS

3. DDNS

4. WINS

--------------------------------------------------------------------------------

Question 72: (QID=300)

Auto-Negotiation on Ethernet takes place using FLP signals. What does FLP stand for?

1. Factual Link Pulse

2. Fast Light Pulse

3. Fast Link Ping

4. Fast Link Pulse

--------------------------------------------------------------------------------

Question 73: (QID=2924)

Which of the following tools is sometimes referred to as the fox-and-hound?

1. Hardware Loopback

2. Crossover Cable

3. Tone Generator

4. Tone Locator

--------------------------------------------------------------------------------

Question 74: (QID=2925)

If a user on your network is not able to log on to the network, which of the following steps should be done first?

1. Make sure the caps lock key is not on.

2. Reinstall the operating system.

3. Replace the network card

4. Replace the network cable

--------------------------------------------------------------------------------

Question 75: (QID=2888)

A Wireless Access Point is commonly attached to which of the following devices?

1. An Ethernet Hub

2. A Gateway

3. A Firewall

4. A workstation

--------------------------------------------------------------------------------

Question 76: (QID=248)

The following image is a picture of which type of connector?

1. AUI

2. Fiber optic

3. PCMCIA

4. RJ-45

--------------------------------------------------------------------------------

Question 77: (QID=2875)

Which of the following connectors are most often used with UTP cable?

1. RJ-45

2. AUI

3. BNC

4. RJ-32

--------------------------------------------------------------------------------

Question 78: (QID=2881)

Which of the following components does a Network Interface Card provide?

1. Physical connections

2. Electronic connections

3. Electrical connections

4. DHCP Addresses

5. Routing

--------------------------------------------------------------------------------

Question 79: (QID=2935)

The Internet is based on which of the following network topologies?

1. Bus

2. Ring

3. Mesh

4. Star

--------------------------------------------------------------------------------

Question 80: (QID=225)

You want to set up your company's computers on a network. You have 6 computers and would like the users to determine who can access which resources. What type of network should you set up? 

1. Centralized

2. Client/Server

3. Peer-to-Peer

4. None of the above

--------------------------------------------------------------------------------

Question 81: (QID=2906)

By default, which of the following ports does the Hypertext Transfer Protocol communicate on?

1. 21

2. 119

3. 80

4. 79

5. 8080

6. 379

--------------------------------------------------------------------------------

Question 82: (QID=2882)

The 802.3 Ethernet standard uses which of the following network access methods?

1. CSMA/CD

2. CDMA/CS

3. CSAM/DC

4. CSAM/CD

--------------------------------------------------------------------------------

Question 83: (QID=298)

The 100BASE-FX link uses the MDI interface. What does MDI stand for?

1. medium dependent interface

2. medium demand interface

3. mean deviation interface

4. medium dependent intelligence

--------------------------------------------------------------------------------

Question 84: (QID=214)

You need to troubleshoot DNS name resolution problems on a Windows network. Which command line tool can be used to do this? 

1. Netstat

2. Nbtstat

3. Nslookup 

4. ARP

--------------------------------------------------------------------------------

Question 85: (QID=296)

The 100BASE-FX specification requires how many strands of fiber optic cable per link?

1. 1

2. 2

3. 3

4. 4

--------------------------------------------------------------------------------

Question 86: (QID=293)

The 100base-TX standard defines how many types of repeaters?

1. 1

2. 2

3. 3

4. 4

--------------------------------------------------------------------------------

Question 87: (QID=2905)

SSL is an acronym for which of the following?

1. Secure Sockets Layer

2. Signature Sockets Layer

3. Signature Secure Level

4. Secure Signature Level

--------------------------------------------------------------------------------

Question 88: (QID=2927)

Which of the following may be the cause of an interference problem?

1. RFI

2. NIC

3. ARP

4. ESD

--------------------------------------------------------------------------------

Question 89: (QID=2894)

Which of the following file transfer protocols does not have directory or password capabilities?

1. FTP

2. PFTP

3. TFTP

4. VFTP

--------------------------------------------------------------------------------

Question 90: (QID=2878)

You are troubleshooting a network and would like to know if a machine is able to contact the server. Which of the following TCP/IP utilities will allow you to find this information?

1. PING

2. IPCONFIG

3. ARP

4. NBSTAT

--------------------------------------------------------------------------------

Question 91: (QID=272)

Which of the following are properties of packet switching?

1. Data is divided into packets before they are sent. 

2. Data arrives in the same order that it was sent

3. Packets may take different routes to reach destination

4. TCP/IP is based on packet switching technologies

--------------------------------------------------------------------------------

Question 92: (QID=256)

Which protocol is used for secure internet business transactions?

1. HTTP

2. TFTP

3. PPP

4. HTTPS

5. UDP

--------------------------------------------------------------------------------

Question 93: (QID=270)

Which of the following is a high-speed, packet-switching technique that uses short fixed length packets called cells and can transmit voice, video, and data over a variable-speed LAN and WAN connections?

1. FDDI

2. ISDN

3. ATM

4. Frame Relay

5. SONET

--------------------------------------------------------------------------------

Question 94: (QID=2898)

Which of the following describes a private network composed of web pages, FTP servers, and other resources?

1. Internet

2. Workstation

3. Server

4. Intranet

--------------------------------------------------------------------------------

Question 95: (QID=2929)

By disabling DNS on a workstation which of the following must a user use to access a web site?

1. IP address

2. MAC address

3. NIC address

4. Gateway address

--------------------------------------------------------------------------------

Question 96: (QID=292)

The 100BASE-TX media system is based on which published physical specifications?

1. ANSI TP-PMD

2. ANSI TP-10

3. ANSI TPX-100

4. ELSI TP-PD

--------------------------------------------------------------------------------

Question 97: (QID=213)

Which protocol is responsible for obtaining hardware addresses during broadcasts? 

1. RIP

2. ARP

3. UDP

4. TCP

--------------------------------------------------------------------------------

Question 98: (QID=2946)

The exhibit is an example of which type of connector?

1. ST

2. SC

3. RJ-45

4. RJ-11

5. BNC

6. AUI

--------------------------------------------------------------------------------

Question 99: (QID=4466)

Which of the following technologies would most like be used to synchronize your PDA with your PC located in another room?

1. 802.11b

2. 802.11g

3. IrDA

4. Bluetooth

--------------------------------------------------------------------------------

Question 100: (QID=2892)

Which of the following protocols operates at the Network layer of the OSI model and is able to communicate with the Transport and Data Link layers?

1. Telnet

2. ARP

3. TFTP

4. IP

--------------------------------------------------------------------------------

Question 101: (QID=2879)

The ARP utility will provide you with which of the following types of information?

1. Internet Address

2. Physical Address

3. Type

4. Subnet Mask

5. Default Gateway

--------------------------------------------------------------------------------

Question 102: (QID=2886)

Gigabit Ethernet will allow for a maximum transmission speed of which of the following?

1. 100 Mbps

2. 10000 Mbps

3. 1000 Mbps

4. 10 Mbps

--------------------------------------------------------------------------------

Question 103: (QID=228)

Which of the following devices can perform protocol conversion?

1. Router

2. Gateway

3. Bridge

4. Router

5. Repeater

--------------------------------------------------------------------------------

Question 104: (QID=263)

Which of the following are valid reasons for implementing DHCP?

1. Prevents duplicate IP addresses on the network

2. Prevents typos or incorrect IP address, subnet mask or default gateway information from being entered

3. Saves time on large networks by getting rid of the need to configure every clients' IP information manually

4. Helps keep addresses available on networks where IP addresses are running short

--------------------------------------------------------------------------------

Question 105: (QID=210)

Which of the following is a role that a DNS server cannot provide?

1. Primary name server

2. Master name server

3. Secondary name server

4. Caching-only name server

5. Proxy Server

--------------------------------------------------------------------------------

Question 106: (QID=4459)

Which of the following are true regarding MMF and SMF optic cabling?

1. SMF can transmit longer distances

2. SMF is less expensive

3. MMF is more commonly used

4. MMF stands for Mega Matrix Fiber

5. SMF stands for Single Mode Fiber

--------------------------------------------------------------------------------

Question 107: (QID=4458)

Which of the connectors in the exhibit is used with a cable broadband connection?

1. A

2. B

3. C

4. D

--------------------------------------------------------------------------------

Question 108: (QID=2870)

A Router operates in which layer of the OSI model?

1. The Physical Layer

2. The Data Link Layer

3. The Transport Layer

4. The Network Layer

--------------------------------------------------------------------------------

Question 109: (QID=4465)

Which of the following is true of Bluetooth technology?

1. Utilizes baseband radio transmission

2. Can transmit up to 200 meters

3. Does not require line of sight

4. Can transmit at 54Mbps

--------------------------------------------------------------------------------

Question 110: (QID=237)

Your company has 2 offices in the same building that you would like to network together. The distance between the offices is 620 feet. Which of the following are viable cabling solutions?

1. 1000Base-SX

2. 10Base-T

3. 1000Base-CX

4. 10Base-FL

5. 100Base-FX

6. 1000Base-LX

7. 1000Base-T

--------------------------------------------------------------------------------

Question 111: (QID=4456)

Which of the following cable types can be used on a 10Base-T network?

1. Cat 2

2. Cat 3

3. Cat 4

4. Cat 5

5. Cat 5e

6. Cat 6

--------------------------------------------------------------------------------

Question 112: (QID=303)

ST connectors are commonly used with which of the following types of cabling?

1. UTP

2. STP

3. Coaxial

4. Fiber Optic

--------------------------------------------------------------------------------

Question 113: (QID=271)

Which of the following is a standard for synchronous data transmission over fiber optic networks and defines a base rate of 51.84 Mbps and a set of multiples of the base rate known as "Optical Carrier levels." (OCx)?

1. ATM

2. FDDI

3. ISDN

4. Frame Relay

5. SONET

--------------------------------------------------------------------------------

Question 114: (QID=2872)

100Base-FX uses which of the following types of cable?

1. Fiber Optic

2. Unshielded Twisted Pair

3. Coax

4. Shielded Twisted Pair

--------------------------------------------------------------------------------

Question 115: (QID=2887)

Which of the following functions does CSU/DSU provide?

1. Connects to an analog circuit

2. Connects to a digital circuit

3. Connects to a circular circuit

4. None of the above are correct

--------------------------------------------------------------------------------

Question 116: (QID=4461)

Which of the following is a newer and smaller type of fiber connector?

1. FC

2. ST

3. SC

4. LC

--------------------------------------------------------------------------------

Question 117: (QID=274)

What is the speed of an OC-3 connection?

1. 10 mbps

2. 100 mbps

3. 155 mbps

4. 622 mbps

--------------------------------------------------------------------------------

Question 118: (QID=273)

Which of the following technologies are most likely to be used to connect an ISP to an Internet backbone?

1. 10BaseT

2. T-3

3. OC-1

4. DSL

--------------------------------------------------------------------------------

Question 119: (QID=219)

You need to create a reverse lookup zone on your DNS server for your network of 199.230.50.0. What would be the appropriate zone name? 

1. 199.230.50.0.in-addr arpa

2. 199.230.50.in-addr arpa

3. 0.50.230.199.in-addr arpa

4. 50.230.199.in-addr arpa

--------------------------------------------------------------------------------

Question 120: (QID=236)

Which of the following protocols are routable?

1. NetBeui

2. IPX

3. TCP

4. UDP

--------------------------------------------------------------------------------

Question 121: (QID=268)

What are the benefits of Network Address Translation (NAT)?

1. Conserves global IP Addresses

2. Provides a more secure connection to the internet

3. Provides a faster connection to the internet

4. Allows multiple computers on the same LAN to connect to another network (internet) simultaneously

--------------------------------------------------------------------------------

Question 122: (QID=287)

What does CSMA/CD stand for?

1. CaSh Memory Access Collision Domain

2. Carrier Sense Many Account Collection Directory

3. Carrier Sense Multiple Access Collision Detection

4. Carrier Sensing Multiple Account Collision Detection

--------------------------------------------------------------------------------

Question 123: (QID=281)

Which of the following are fault tolerant systems?

1. Network monitor

2. Performance monitor

3. RAID

4. Tape backup

5. RAS

--------------------------------------------------------------------------------

Question 124: (QID=2885)

The FDDI interface operates under which of the 802.x standards?

1. 802.9

2. 802.6

3. 802.8

4. 802.2

--------------------------------------------------------------------------------

Question 125: (QID=289)

Why is it important to wire twisted pair according to 568a or 568b norms?

1. To keep technicians from getting confused

2. So that routers can read the colors

3. To keep crosstalk and attenuation to a minimum

4. Because each pair carry different voltage

--------------------------------------------------------------------------------

Question 126: (QID=2907)

Most firewalls in use today implement which of the following features?

1. UDP

2. DMZ

3. NAT

4. MDZ

--------------------------------------------------------------------------------

Question 127: (QID=2917)

RAID is an acronym for which of the following?

1. Redundant Array of Independent Disks

2. Recurring Array of Independent Data

3. Redundant Array of Incoming Data

4. Recurring Array of Independent Disks

--------------------------------------------------------------------------------

Question 128: (QID=2895)

File Transfer Protocol may be used through which two of the following interfaces?

1. Web browser and command line

2. Command line and e-mail client

3. NNTP and command line

4. Web browser and e-mail client

--------------------------------------------------------------------------------

Question 129: (QID=2926)

Which of the following steps would you do first when troubleshooting a problem?

1. Identify the affected area

2. Documenting the solution

3. Testing the result

4. Identify the symptoms

--------------------------------------------------------------------------------

Question 130: (QID=2949)

Which type of cable has a foil jacket that helps prevent crosstalk?

1. UTP

2. STP

3. Fiber

4. Plenum grade

--------------------------------------------------------------------------------

Question 131: (QID=304)

The Integrated Services Digital Network technology uses how many B channels and how many D channels?

1. 3 B channels and 2 D channels

2. 1 B channel and 2 D channels

3. 2 B channels and 1 D channel

4. 1 B channel and 1 D channel

--------------------------------------------------------------------------------

Question 132: (QID=283)

Which are benefits of Network Attached Storage (NAS)?

1. Expandable

2. Data is available even if file server is down

3. Doesn't require an IP address

4. Does not require the purchase of additional hardware

--------------------------------------------------------------------------------

Question 133: (QID=264)

Which of the following protocols are supported by PPTP?

1. NetBEUI

2. Appletalk

3. IPX

4. IP

--------------------------------------------------------------------------------

Question 134: (QID=302)

Only after how many consecutive collisions for a given transmission attempt will a network interface finally discard an Ethernet packet?

1. 8

2. 16

3. 24

4. 32

--------------------------------------------------------------------------------

Question 135: (QID=2940)

Class C IP addresses are in which of the following ranges?

1. 191-224

2. 192-223

3. 192-225

4. 191-223

--------------------------------------------------------------------------------

Question 136: (QID=223)

Which layer of the OSI model do the SMTP, FTP, SNMP and Appletalk protocols operate at?

1. Data Link

2. Application

3. Presentation

4. Session

--------------------------------------------------------------------------------

Question 137: (QID=215)

Which of the following are features of the TCP protocol?

1. Assures reliable delivery

2. Is connection oriented.

3. Provides hardware address to IP address resolution

4. Uses sockets and ports to exchange data between applications

--------------------------------------------------------------------------------

Question 138: (QID=280)

Most of the departments in your company have users in more than one location and you would like to configure the departments to utilize network resources as if each department were in the same building rather than by physical location. Which of the following technologies would be appropriate?

1. VPN

2. SAN

3. NAS

4. VLAN

--------------------------------------------------------------------------------

Question 139: (QID=243)

When an wireless network is operating in infrastructure mode, which device is used to connect clients?

1. Wireless Access Point

2. Hub

3. PCMCIA card

4. Satellite dish

5. Switch

--------------------------------------------------------------------------------

Question 140: (QID=4457)

Which access method does the 802.11 architecture use?

1. CSMA/CD

2. CMSA

3. CMSA/DC

4. CSMA/CA

--------------------------------------------------------------------------------

Question 141: (QID=255)

Which protocol is responsible for monitoring and obtaining status information from capable devices?

1. TCP/IP

2. SNMP

3. SMTP

4. HTTPS

--------------------------------------------------------------------------------

Question 142: (QID=295)

The 100BASE-FX media system is designed to allow segments of up to how many kilometers meters in length?

1. 1

2. 2

3. 3

4. 4

5. 5

--------------------------------------------------------------------------------

Question 143: (QID=259)

Which of the following best explains the purpose of subnetting an IP address?

1. Creates a more secure network

2. Must be done in order to connect to the internet

3. Subnetting allows you to create multiple logical networks

4. Smaller networks must use subnetting in order for faster communications

--------------------------------------------------------------------------------

Question 144: (QID=2955)

Where is the best location to store backup tapes that contain mission critical data?

1. In the manager's safe

2. In a separate building

3. In a locked metal cabinet

4. On a network server

--------------------------------------------------------------------------------

Question 145: (QID=2866)

Which of the following is an example of a MAC address?

1. 190.168.80.1

2. www.beertutor.com

3. 08:34:FE:4C:F2:54

4. G2:G3:23:87:GG

--------------------------------------------------------------------------------

Question 146: (QID=2923)

Which of the following tools will allow you to test the cable connection of a NIC?

1. Tone Generator

2. Tone Locator

3. Hardware Loopback

4. Punchdown tool

--------------------------------------------------------------------------------

Question 147: (QID=2901)

Which of the following technologies provides 672 64Kbps voice or data channels?

1. T1

2. T2

3. T3

4. T4

--------------------------------------------------------------------------------

Question 148: (QID=4462)

Which of the following is true regarding MT-RJ connectors?

1. Used on 100base-TX networks

2. Very expensive

3. Has a latch mechanism like RJ-45 connectors and is similar in appearance

4. Easy to install

--------------------------------------------------------------------------------

Question 149: (QID=2957)

Which of the following are disadvantages of cable network technology?

1. Cable is an RF network and subject to interference

2. Cable shares bandwidth with users connected to the same CMTS and performance can degrade during peak hours

3. Cable is fairly slow

4. This technology is not widely available

--------------------------------------------------------------------------------

Question 150: (QID=235)

Which of the following are sublayers of the data-link layer of the OSI model?

1. LLC

2. DLC

3. MAC

4. LAT

--------------------------------------------------------------------------------

Question 151: (QID=277)

Why would you ping 127.0.0.1?

1. To see if a computer with that IP address exists on the network

2. To test the TCP/IP configuration of a remote computer

3. To verify that the computer that you are pinging from can communicate via TCP/IP with its own ethernet adapter

4. To verify that your ethernet adapters is able to communicate with the nearest router

--------------------------------------------------------------------------------

Question 152: (QID=2933)

E1 carrier lines are often used in which of the following locations?

1. USA

2. Canada

3. Europe

4. Asia

--------------------------------------------------------------------------------

Question 153: (QID=2859)

Which of the following network topologies have each computer connected to a central point?

1. Bus

2. Ring

3. Star

4. Mesh

--------------------------------------------------------------------------------

Question 154: (QID=2915)

VLAN is an acronym for which of the following?

1. Very Large Area Network

2. Virtual Local Area Network

3. Virtual Logical Area Network

4. Very Logical Area Network

--------------------------------------------------------------------------------

Question 155: (QID=2913)

The UNIX security method is based on which of the following?

1. Object Model

2. Bindery

3. NAT

4. DNS

5. NTDS

6. Active Directory

--------------------------------------------------------------------------------

Question 156: (QID=2951)

Which tool is used to connect cabling such as telephone and ethernet to wall jacks?

1. Oscilloscope

2. Crimping Tool

3. Punch down tool

4. Time Domain Reflectometer

5. Tone Generator

--------------------------------------------------------------------------------

Question 157: (QID=242)

What is the speed of an 802.11b network?

1. 1 Mbps

2. 10 Mbps

3. 11 Mbps

4. 16 Mbps

--------------------------------------------------------------------------------

Question 158: (QID=2867)

A Hub operates at which of the following layers of the OSI model?

1. Physical

2. Session

3. Transport

4. Application

--------------------------------------------------------------------------------

Question 159: (QID=241)

Which of the following IEEE standards designates wireless networks?

1. 802.2

2. 802.3

3. 802.8

4. 802.11

--------------------------------------------------------------------------------

Question 160: (QID=4467)

At which levels of the OSI model does a wireless access point operate?

1. Physical

2. Data link

3. Network

4. Transport

5. Session

6. Presentation

--------------------------------------------------------------------------------

Question 161: (QID=2861)

A Bus network topology is best described as which of the following?

1. All computers are attached to a single cable in a chain style

2. All computers are connected to a central point

3. All computers are connected to every other computer or resource in the network

4. Fault Tolerant

--------------------------------------------------------------------------------

Question 162: (QID=2918)

Information is taking quite a while to be transferred through an Intranet. Which of the following utilities will enable you to see how long each hop of the transfer is taking?

1. PING

2. ARP

3. TRACERT

4. IPCONFIG

--------------------------------------------------------------------------------

Question 163: (QID=2902)

Which Windows 2000/2003 service provides NAT, dial-up, routing, and other network functions?

1. DNS

2. LCD

3. TCP

4. RRAS

--------------------------------------------------------------------------------

Question 164: (QID=2922)

Which of the following switches are used in conjunction with the IPCONFIG utility?

1. /All

2. /Release

3. /Review

4. /flushdns

5. /renew

--------------------------------------------------------------------------------

Question 165: (QID=253)

Which protocol do the PING and TRACERT utilities use?

1. FTP

2. SMTP

3. ICMP

4. SNMP

5. UDP

--------------------------------------------------------------------------------

Question 166: (QID=2883)

The 802.11b standard uses which of the following methods to transmit data?

1. CSMA/CD

2. Wireless

3. Token Ring

4. Fiber Optic cabling

--------------------------------------------------------------------------------

Question 167: (QID=251)

Which of the following devices is a hardware or software entity that protects a network by stopping network traffic stopping unwanted traffic from the outside world from entering the internal network?

1. Switch

2. Firewall

3. Proxy Server

4. CSU/DSU

--------------------------------------------------------------------------------

Question 168: (QID=2930)

Which of the following protocols is used to create a VPN?

1. SLIP

2. PPP

3. PPTP

4. VSLIP

5. TFTP

6. POP3

--------------------------------------------------------------------------------

Question 169: (QID=2954)

The exhibit is a picture of what?

1. Hub

2. Router

3. WAP

4. Switch

5. Repeater

6. Cable modem

--------------------------------------------------------------------------------

Question 170: (QID=2868)

Which of the following devices operate at the Data Link layer of the OSI model?

1. Hub

2. NIC

3. Switch

4. Router

--------------------------------------------------------------------------------

Question 171: (QID=267)

You wish to connect to a remote Unix server and add a new user. Which of the following utilities will accomplish this?

1. TELNET

2. Traceroute

3. FTP

4. PING

--------------------------------------------------------------------------------

Question 172: (QID=2911)

AppleTalk utilizes which access method?

1. CMSA /CD

2. CMSA /CA

3. CMSA /DC

4. CSMA /CA

5. MCSA /DC

--------------------------------------------------------------------------------

Question 173: (QID=297)

The 100BASE-FX specification requires the use of _________ fiber optic cables.

1. Multimode

2. Singlemode

3. Threadmode

4. Neutralmode

--------------------------------------------------------------------------------

Question 174: (QID=278)

Which protocols are commonly used to provide secure communications on a VPN?

1. L2TP

2. PPP

3. IPSEC

4. CHAP

5. PPTP

--------------------------------------------------------------------------------

Question 175: (QID=238)

Which of the following are advantages of using Fiber Optic cabling?

1. It can transmit data long distances

2. It is pliable

3. It is fast

4. It is the least expensive

--------------------------------------------------------------------------------

Question 176: (QID=2934)

T3 is the equivalent of how many T1 carrier lines?

1. 42

2. 56

3. 28

4. 10

--------------------------------------------------------------------------------

Question 177: (QID=2903)

Which of the following items will allow a UNIX server to run a program for several users at the same time, but only sends the changes to the user interface of the client workstations?

1. PCA

2. ICA

3. DCA

4. CIA

5. DOA

6. DAC

--------------------------------------------------------------------------------

Question 178: (QID=231)

A host on subnet A cannot ping server Ham on subnet B although all other hosts on subnet A can reach the server. The host can ping everyone on the local subnet, however. What are the possible causes of the problem?

1. Incorrect subnet mask

2. Misconfigured router

3. Cabling problem

4. Incorrect default gateway

--------------------------------------------------------------------------------

Question 179: (QID=206)

You wish to associate more than one host name with a particular IP address in your DNS database. Which type of record should you add for the second host name? 

1. CNAME record

2. Host record

3. MX record

4. SOA record

--------------------------------------------------------------------------------

Question 180: (QID=2950)

Which of the following is an example of an IPv6 address?

1. 3FFE:B00:800:2::C

2. 132.64.34.26.64.156.143.57

3. 110.125.125.110

4. 110.125.125.110.132
