VLANs

The primary layer-3 protocol in the Sprockets network is IP. The layer-2 protocols are a mixture of token ring, Ethernet, and ATM LANE. Our network-knowledgeable VP of IT decides to carve up her mixed-media and workgroup infrastructure into virtual LANs (VLANs). The physical ports of the layer-2 switch can be configured to belong to a logical network. Recall the MAC address table for the bridge we discussed earlier? Now a MAC address table is maintained with an associated VLAN. What the switch is doing is carving up the really big and flat network into manageable isolated network segments. Finance can have its own VLAN using token ring. Cousin Fred and his ATM LANE Ethernet traffic flows can be moved over to a manufacturing VLAN and so forth.

	


From the figure you can see that the Sprockets network topology is easily carved into three distinct virtual networks: manufacturing, finance, and a server farm. The technical definition of a VLAN is a virtual bridge that segments a physical broadcast domain inside of a switch. The rule of thumb is that one VLAN can not explicitly pass traffic to another. Therefore, finance traffic is now kept inside the finance token ring and Ethernet networks. Manufacturing has its own VLAN extended across an ATM LANE link. This is a good solution for managing the bandwidth, but a small problem has surfaced. How can users access the server farm if it's off on its own VLAN? The solution is a layer-3 switch, called a router, which we'll discuss in a future segment. The point that needs to be made is that the layer 2 switch will provide the ability to carve up your network into broadcast domains. To make these broadcast domains share traffic across VLANs requires a layer-3 switch (router).

