'Network File System' or 'Server Message Block'.

Exporting an NFS or SMB mount is a fairly easy task on Mac OS X Server. 

Getting desired results may cause for some head-scratching however.

NFS and SMB are two entirely different protocols. On your Mac OS X you have the 
opportunity to export shares through NFS and SMB, so that other machines on your 
network can make use of the filesystem on the Mac. SMB is a protocol used by the 
Microsoft Windows operating system to share files on a network. NFS is a protocol used 
primarily on UNIX platforms for sharing files. 

If you have a network composed of Mac, Windows, and Unix systems you need to know the following:
Note: Make sure your network is protected by a firewall.

Standard NFS ports:

	


	
nfs 2049/tcp nfsd
nfs 2049/udp nfsd
sunrpc 111/tcp portmapper # RPC 4.0 portmapper TCP
sunrpc 111/udp portmapper # RPC 4.0 portmapper UDP
rpc2portmap 369/tcp
rpc2portmap 369/udp # Coda portmapper

 



Standard SMB ports:
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netbios-ns 137/tcp # NETBIOS Name Service
netbios-ns 137/udp
netbios-ssn 139/tcp # NETBIOS session service
netbios-ssn 139/udp



(1) On the Mac you can export the same filesystem as NFS AND/OR SMB.

(2) SMB isn't called SMB on the Mac OS X, instead it is called "Windows File Sharing".

(3) You cannot mount NFS shares from Windows machines without third party software. 
Windows does not do NFS out of the box.

(4) You cannot mount SMB or NFS shares from Unix machines without the proper software 
configured. Nearly all Unix distributions will have software for NFS, however you may need to 
install samba (available at http://samba.org) to do SMB.

(5) If you have the same filesystems shared as both NFS and SMB, you need to be aware that 
the two servers do not talk to each other. This may cause problems with file locking. If somebody 
on an Irix machine using NFS opens up "importantfile.txt" for an update, and at the same time somebody on a
Windows XP machine using SMB opens the same file for an update, problems will likely occur. 

(6) Make sure your NFS software is up to date on your Unix clients. Check your documentation to be certain
that your NFS software supports protocol version 3 or greater. Version 3 supports file locking.

Some notes on connecting Windows machines to an SMB share.

Samba is the server software used on the Mac for the SMB protocol. Samba has its own users, that are not
necessarily identical to the Unix or Mac user accounts you have set up. You can edit the samba configuration
files to map Samba users to Unix users. You can map multiple Samba users to a single unix user.

For example, if you have samba users "john" and "frank", you can have both of these 
users mapped to the Unix user "doug".

Your filesystem would not have any files owned by "john" or "frank" - it doesn't have a clue about who these people are.
Files would be owned by "doug".

On Windows XP, 2000, and NT you can specify the username when autheticating an SMB 
Connection. On Windows 98/95 machines the username is the netbios name set by right clicking 
the Network Neighbor icon on the Desktop and selecting Properties. I have seen this one throw some 
sysadmins a curve-ball. These platforms do not use the "logged in user account" to authenticate network shares.
Therefore, it is impossible to have multiple network user accounts on these machines without third party 
"network switching" software.

Some notes on connecting Unix machines to an NFS share.

You should only export NFS shares to the specific IP addresses that require the service, ie not "Everyone".

The textual user and group on the client is not used to authenticate the server filesystem. 
The numeric UID and GID are used. If you have a user account set up on your Unix machine:

username: john - UID 520
group: johnsgroup - GID 520

Then you need to have a user account on your Mac OS X server that uses UID 520 and a group 
with GID 520. The names you assign these accounts make no difference. You could name user 
UID/520 bob and group GID/520 henrygroup on your Mac.

The files you share on your Mac need to have sufficient permissions for the connecting client user/group.

